\V‘ st o0 IKolhapur Institute of Technology’s
(* mm?mm

Mo . . "
A ey Institute of Management Educenation and Research (Autonomous),
Kolhapur

There is already a dedicated Cybersecurity course included in the curriculum. This course covers
not only eybersecurity awareness but also in-depth technical details and concepts related to

cybersecurity.

The detailed course eurriculum is altached [or relerence,



Course Namo: Cyber Security ;
Course Code: CC304 Total Credity: 04

Totnl Marks: 100 (Internal-40, Theory-60)
Course Outeomes: . o
COl: Understan uyhr.:-muuurﬂr!'iﬂ; ics, -[E‘-{‘}L'-H_{;I'l|ll'url|}i, and data protection methods,
(6(0 2.4 Identily eyber threats and learm ethical hacking and vul'ncrnl:ilil:_.e Lesting basics,
CO3: Apply eybersecnrity measures in personal and cloud-based systems,
CO4: Learn how (o respond (o eyber incidents and explore carcer roles in cyberseeurity

Unit 1: Introduction (o Cyberseeurity (15 Hours)

Cybersecurity :What is Cyberseeurity? Importance and Real-Life Examples, Types
of Cyber Threats: Malware, Phishing, Ransomware cle., Key Goals: Confidentiality,
Integrity, Availability (CIA Triad), Cyber Laws and Ethics: Basic Legal Concepts
and Case Studics, Introduction {o Cryptography What is Cryptography? Simple
Encryption Methods: Symmetric and Asymmelric Encryption, Basics of Hashing
(SHA, MD5),Network  Sceurity Basics Introduction 1o Computer Networks,
Firewalls, VPNs, and Antivirus Soltware, Basics of Sccure Data Transfer (HTTPS,
SSL/TLS)

Unit 2: Cyber Threats and Ethical Hacking (15 Hours)

Understanding Cyber Threats, Social Engineering: Phishing, Email Scams, and
Prevention Tips, OWASP T op 5 Vulnerabilities (Simplified): Injection, XSS, etc.,
Real-Life Examples of Cyber Attacks, Introduction to Ethical Hacking :What is
Ethical Hacking, Phases of Hacking; Scanning, Gaining Access, and Reporting,
Simple Tools for Ethical Hacking (e.g., Nmap, Wireshark), Basic Vulnerability
Analysis: How to Identify Weak Points in a System, Simple Vulnerability Scanning
Tools, Steps to Secure a System

Unit 3: Practical Cybersecurity and Emerging Technologies (15 Hours)

Cyber security in Everyday LifeSecuring  Personal Devices (Mobile,
Laptop),Password Management and Two-Factor Authentication, Data Backup and
Recovery Basics, Cloud Security Basics: Cloud Computing, Common Risks in Cloud
Storage (Data Breaches, Misconﬁguratiuns),Simple Practices to Secure Cloud Data.



Unit 4: Incident Response and Careers in Cybersecurity

Incident Response Basics: What to Do After a Cyber Attack, Steps: Identify, Contain,
Eradicate, Recover, Simple Tools for M{}rﬁtoring and Response. Introduction to
Digital Forensics: Basics of Investigating Cyber Incidents, Collecting and Preserving
Digital Evidence, Examples of Real-World Investigations, Cybersecurity Careers:
Overview of Cybersecurity Roles (Analyst, Pentester, etc.),Certifications: CEH,
CompTIA Security+, CISSP (Simplified Overview),Final Project: Secure a Small
System or Perform a Basic Audit
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